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Relational Database Management Systems (DBMSs) utilize transactions to ensure data consistency and integrity,
while providing multiple isolation levels to strike a balance between consistency and performance. However,
isolation anomalies in relational DBMSs can undermine their claimed isolation levels, and lead to severe
consequences, e.g., incorrect query results and database states. Existing isolation checkers can only work on
simple key-value-like data models and the associated read(key) and write(key, value) operations. Therefore,
they cannot be directly applied to relational DBMSs that support relational data models and complex SQL
operations.

In this paper, we propose a novel black-box Isolation checker for Relational DBMSs, IsoRel, which can
support relational data models and complex SQL operations. To infer dependencies among transactions in
relational DBMSs, we first design an isolation-agnostic SQL statement instrumentation approach to record
the data rows accessed by each SQL statement by utilizing two auxiliary columns in each database table. We
then utilize the recorded data rows of each SQL statement to construct a transaction dependency graph for
relational transactions, and identify isolation anomalies based on anomaly patterns. We evaluate IsoRel on
five widely-used relational DBMSs, i.e., MySQL, PostgreSQL, MariaDB, CockroachDB, and TiDB, and all their
supported isolation levels. Our evaluation reveals a total of 48 unique isolation anomalies that violate the
isolation levels defined by Adya.

CCS Concepts: « Software and its engineering — Software testing and debugging.
Additional Key Words and Phrases: Database transaction, isolation level, isolation anomaly

ACM Reference Format:

Rui Yang, Ziyu Cui, Wensheng Dou, Yu Gao, Jiansen Song, Xudong Xie, and Jun Wei. 2025. Detecting Isolation
Anomalies in Relational DBMSs. Proc. ACM Softw. Eng. 2, ISSTA, Article ISSTA076 (July 2025), 23 pages.
https://doi.org/10.1145/3728953

* Affiliated with Key Lab of System Software at Chinese Academy of Sciences, State Key Lab of Computer Science at Institute
of Software Chinese Academy of Sciences, and University of Chinese Academy of Sciences, Beijing.

T Affiliated with Nanjing Institute of Software Technology, University of Chinese Academy of Sciences, Nanjing.
*Wensheng Dou is the corresponding author.

Authors’ Contact Information: Rui Yang, yangrui22@otcaix.iscas.ac.cn, Institute of Software Chinese Academy of Sci-
ences, Beijing, China; Ziyu Cui, cuiziyu20@otcaix.iscas.ac.cn, Institute of Software Chinese Academy of Sciences, Bei-
jing, China; Wensheng Dou, wsdou@otcaix.iscas.ac.cn, Institute of Software Chinese Academy of Sciences, Beijing,
China; Yu Gao, gaoyul5@otcaix.iscas.ac.cn, Institute of Software Chinese Academy of Sciences, Beijing, China; Jiansen
Song, songjiansen20@otcaix.iscas.ac.cn, Institute of Software Chinese Academy of Sciences, Beijing, China; Xudong
Xie, xiexudong23@otcaix.iscas.ac.cn, Institute of Software Chinese Academy of Sciences, Beijing, China; Jun Wei,
wj@otcaix.iscas.ac.cn, Institute of Software Chinese Academy of Sciences, Beijing, China.

This work is licensed under a Creative Commons Attribution 4.0 International License.
© 2025 Copyright held by the owner/author(s).

ACM 2994-970X/2025/7-ARTISSTA076

https://doi.org/10.1145/3728953

Proc. ACM Softw. Eng., Vol. 2, No. ISSTA, Article ISSTA076. Publication date: July 2025.


HTTPS://ORCID.ORG/0009-0009-5428-2852
HTTPS://ORCID.ORG/0009-0004-7462-194X
HTTPS://ORCID.ORG/0000-0002-3323-0449
HTTPS://ORCID.ORG/0009-0009-8312-6736
HTTPS://ORCID.ORG/0009-0003-0401-2033
HTTPS://ORCID.ORG/0009-0003-3367-5995
HTTPS://ORCID.ORG/0000-0002-8561-2481
https://doi.org/10.1145/3728953
https://orcid.org/0009-0009-5428-2852
https://orcid.org/0009-0004-7462-194X
https://orcid.org/0000-0002-3323-0449
https://orcid.org/0009-0009-8312-6736
https://orcid.org/0009-0003-0401-2033
https://orcid.org/0009-0003-0401-2033
https://orcid.org/0009-0003-3367-5995
https://orcid.org/0009-0003-3367-5995
https://orcid.org/0000-0002-8561-2481
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3728953

ISSTA076:2 Rui Yang, Ziyu Cui, Wensheng Dou, Yu Gao, Jiansen Song, Xudong Xie, and Jun Wei

1 Introduction

Relational Database Management Systems (DBMSs), e.g., MySQL [8], PostgreSQL [10], MariaDB
[7], CockroachDB [3], and TiDB [15], have been widely used in many applications as data storage
infrastructure. They utilize the relational data model [31] to store and manage data, which organizes
data in two-dimensional tables consisting of rows and columns, and supports many complex features,
e.g., foreign keys and indexes. Relational DBMSs provide Structured Query Language (SQL) [29] as
the standard query language to retrieve and manipulate data. SQL supports a variety of advanced
functionalities, e.g., range queries, compound queries, subqueries, and aggregate functions.

Relational DBMSs utilize transactions to ensure data consistency and integrity [22, 47]. A trans-
action usually consists of a group of SQL statements that are executed atomically in relational
DBMSs. Transactions are characterized by ACID properties, i.e., Atomicity, Consistency, Isolation,
and Durability [36, 37, 39]. Among these properties, isolation is particularly important because
it ensures that concurrent transactions operate independently of one another, preventing the
execution of one transaction from being interfered with by others.

However, stronger isolation can lead to greater degradation in performance in relational DBMSs.
To strike a balance between consistency and performance, relational DBMSs typically provide sev-
eral isolation levels, e.g., Read Uncommitted (RU),Read Committed (RC), Snapshot Isolation
(SI), Repeatable Read (RR), and Serializable (SER) [2, 16, 17, 19-21, 27]. Each isolation
level specifies how concurrent transactions are isolated from one another. For example, under
Read Committed, a query in a transaction can read the data committed by other transactions. In
contrast, under Repeatable Read, a query in a transaction can only read the data committed by
other transactions before the snapshot of its own transaction was created.

Unfortunately, incorrect implementations of transaction mechanisms can undermine the isolation
levels claimed by relational DBMSs, leading to isolation anomalies. Isolation anomalies can lead
to serious consequences, e.g., incorrect query results and incorrect database states. In relational
DBMSs, isolation anomalies usually involve relational data models and complex SQL operations. A
recent study on 140 real-world transaction bugs collected from six relational DBMSs has found that
31.4% of these transaction bugs are caused by isolation anomalies, and 93.2%! of these isolation
anomalies involve relational data models or complex SQL operations [33].

Existing isolation checkers [24, 27, 28, 30, 42, 46, 49, 58, 62] mainly work on key-value-like data
models, in which data is organized in a key-value format. These checkers analyze the execution
history of transactions based on read(key) and write(key, value) operations, infer dependencies
among transactions based on the read and written keys, and construct a transaction dependency
graph to detect isolation anomalies. These checkers are limited to detecting isolation anomalies
within key-value-like data models and the associated read(key) and write(key, value) operations.

Consequently, existing isolation checkers designed for key-value-like data models cannot be eas-
ily adapted to relational DBMSs. In key-value-like data models, transaction dependencies can be eas-
ily inferred from the keys accessed by transaction operations (i.e., read(key) and write(key, value)).
In contrast, relational DBMSs lack a default key-value structure within their tables and support
complex SQL operations (e.g., predicates, subqueries, and compound queries). As a result, the
dependencies among transactions become less apparent, complicating the task of determining how
transactions interact with one another. Specifically, the following two features significantly hinder
the detection of isolation anomalies in relational DBMSs.

IFew isolation anomalies in relational DBMSs can be triggered by simple key-value-like data models. For example, we
can construct a simple table ¢ with two columns c1 and c¢2 (c1 for key and c2 for value). We can further use simple SQL
operations to simulate read(key) and write(key, value), e.g., SELECT c2 FROM t WHERE c1 = “key”. We do not think
these isolation anomalies involve complex SQL operations in relational DBMSs.
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e Relational data models. Unlike key-value data models that utilize key and value to manage
data, the data models in relational DBMSs [31] manage data in tables and support complex
data structures (e.g., multiple tables, multi-column primary keys, and foreign keys), and column
constraints (e.g., unique constraints and data constraints). A relational table may contain no
keys, compound keys, etc. Existing isolation checkers are designed specifically for key-value-like
data models [24, 27, 28, 30, 42, 46, 49, 58, 62], and are not equipped to handle the complexities of
relational data models in relational DBMSs.

o Flexible SQL operations. Relational DBMSs support different kinds of complex SQL oper-
ations, e.g., SELECT, INSERT, UPDATE, DELETE, and REPLACE. Unlike the simple read(key) and
write(key,value) operations, SQL operations can support predicates, subqueries, compound
queries, aggregate functions, etc. For example, a SELECT statement “SELECT name, gender FROM
student WHERE age < 20” retrieves the name and gender of students who are under 20. An
UPDATE statement “UPDATE student SET age = age+1 WHERE age < 20” updates the age by
adding 1 for students who are under 20. Existing isolation checkers [24, 27, 28, 30, 42, 46, 49, 58, 62]
are limited to supporting simple read and write operations based on key, i.e., read(key) and
write(key, value). Thus, they cannot support such complex SQL operations in relational DBMSs.

In this paper, we propose a novel black-box Isolation checker for Relational DBMSs, IsoRel. The
core idea of IsoRel is to add two auxiliary columns into each table and instrument SQL statements
in an isolation-agnostic manner. By analyzing the execution history of the instrumented SQL
statements, IsoRel can infer dependencies among transactions that involve relational data models
and complex SQL operations. Specifically, we add an auxiliary column rowId into each table and
assign a unique ID to each row in the table. We further add an auxiliary column wList into each
table, which is used to maintain a list of transactions that create or modify a row. Based on these two
auxiliary columns, we instrument each read operation to additionally retrieve the rowIds and wLists
of their retrieved rows, and instrument each write operation to update wLists for their modified
rows. Our auxiliary columns and SQL statement instrumentation are isolation-agnostic?, and do
not affect the concurrent execution of the original transactions. Then, we infer the dependencies
among transactions based on the rowIds and wLists of the rows accessed in each SQL statement,
and construct the dependency graph among transactions. Finally, we define a group of isolation
anomaly patterns in relational DBMSs, and detect isolation anomalies by matching these patterns
in the dependency graph.

To demonstrate the effectiveness of IsoRel, we implement it on five widely-used relational
DBMSs, i.e., MySQL [8], PostgreSQL [10], MariaDB [7], CockroachDB [3], and TiDB [15]. We
further evaluate IsoRel on all the isolation levels that these relational DBMSs support. In total,
IsoRel has revealed 325 isolation anomalies. From these anomalies, we identify 48 unique isolation
anomalies. Among the 48 isolation anomalies, 12 anomalies cause lost update, 12 anomalies cause
read-write skew, and 24 anomalies cause write skew. These isolation anomalies violate the isolation
levels defined by Adya [16, 17], and have been confirmed by the respective DBMS community. For
these 48 isolation anomalies, existing isolation checkers [24, 27, 28, 30, 42, 46, 49, 58, 62] can only
identify 2 anomalies due to their incapability of handling relational data models and complex SQL
operations. This result demonstrates that IsoRel can effectively handle the intricacies of relational
data models and complex SQL operations. Such advancements would mitigate the risks associated
with isolation anomalies and enhance the reliability of relational DBMSs.

In summary, we make the following contributions in this paper.

ZNote that the instrumentation for DELETE and REPLACE statements may potentially affect concurrent transaction execution.
However, based on our analysis of real-world relational DBMSs, we do not find such cases in real-world relational DBMSs.
We will further explain this in Section 3.2.
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e We propose a novel black-box isolation checker for relational DBMSs, IsoRel. IsoRel can
support relational data models and complex SQL operations in relational DBMSs.

o We implement IsoRel and evaluate it on five widely-used relational DBMSs. IsoRel finds 48
unique isolation anomalies among these relational DBMSs, and most of them cannot be detected
by existing isolation checkers.

2 Motivation and Preliminaries

In this section, we first present a real-world isolation anomaly in MySQL, and then formally define
the SQL statements, dependencies, and isolation anomalies in relational DBMSs.

2.1 Motivating Example

Figure 1 shows a real-world isolation anomaly detected in MySQL under Repeatable Read. This
isolation anomaly causes read-write skew [21], which should not occur under Repeatable Read.
This isolation anomaly involves two tables t1 and ¢2. Table 1 initially contains three rows (we
use r1 to denote the first row with value (1, 1), r2 to denote the second row with value (2, 1), and r3
to denote the third row with value (2, 2)). Table ¢2 initially contains one row (we use r4 to denote
this row with value (4, 4)). Three transactions Ty, T, and T5 are executed concurrently by following
the execution order of s;; — S13 — S31 — S22 — $23 — Sa4 — S13 — S14 — S31 —> S33 —> S33 —> S34.
First, statement s;, in T; reads the rows in table ¢1 that satisfy c1 < 2 (i.e., r1), and then statement
s22 in T, updates c2 to 2 for rows in ¢1 that satisfy c1 < 2 (i.e,, r1). Next, statement s,3 in T, inserts a
row r5 with value (5, 5) into table {2, and then statement s;5 in T; updates c2 to 8 for rows in 2
that satisfy c¢1 > 2 (i.e., r4 and r5). Finally, statement s3, in T3 reads all the rows in table ¢1 (i.e., r1,
r2 and r3), and statement s33 in T3 reads all the rows in table ¢2 (i.e., r4 and r5). We can infer that T,
read-write depends on T; through r1 (we use rw(r1) to denote read-write dependency through r1),
and T; write-write depends on T through r5 (we use ww(r5) to denote write-write dependency
through r5). This causes a read-write and write-write dependency cycle between Ty and T, in the
dependency graph that indicates read-write skew. This may cause incorrect database states.

It is difficult to infer dependencies among transactions in relational DBMSs. In this example, tables
t1 and t2 are constructed without a key-value structure, and SQL statements involve complex SQL
operations, i.e., range queries. However, existing isolation checkers [24, 27, 28, 30, 42, 46, 49, 58, 62]
are limited to key-value-like data models and the associated read(key) and write(key, value)
operations. They cannot identify transaction dependencies in such cases. For example, they cannot
identify that s;, retrieves r1 from its query result, because the query result of sy, is 1, and both
r1 and r2 have the value of 1 for c2. They also cannot identify that s,; updates r1, since t1 is not
a key-value structure and allows different rows to store the same value (e.g., r1 and r3 have the
same value of 2 for c2). Isolation checkers for key-value-like data models cannot determine which
rows a transaction has updated by identifying unique values. As a result, they cannot infer that T,
read-write depends on T; through r1. Similarly, they cannot infer that T; write-write depends on T,
through r5, and cannot detect this isolation anomaly.

2.2 Transactions and SQL Statements

A database in a relational DBMS contains one or more tables, and each table manages a set of rows.
We denote the set of rows managed by a database in relational DBMSs as ROW = {ry, 1y, ...}. We
denote the data of all the rows in ROW as a set of row values RV.

Transactions manipulate rows in the database utilizing SQL statements. A transaction usually
contains a list of SQL statements that explicitly start with a BEGIN statement, and end with a COMMIT
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Initial table ¢1 Ty T3
o | @ 5111 BEGIN; $31: BEGIN;

S12: SELECT c2 FROM t1 WHERE c1<2; S32: SELECT c1, c2 FROM t1;
1| 1 1 wr(r4,r5) 1,2),(2,1),(2,2)}
12| 2 1 S13: UPDATE t2 SET c2 = 8 WHERE c1 > 2; S33: SELECT 1, c2 FROM t2;
13| 2 2 $14: COMMIT; V(5. 8)

5340 C (>N4‘M[;;‘
rw(rl)l Iww(rs)
wr(rl)

Sz1: BEGIN;
Sz UPDATE t1 SET c2 =2 WHERE 1< 2;
Sz3: INSERT INTO t2 VALUES (5, 5);

-

Soat cor\’mm;

T
Fig. 1. Three concurrent transactions cause read-write skew under Repeatable Read in MySQL. The execution
order for the SQL statements in three transactions is as follows: s11 — s12 — s21 — S22 — 23 — Spq4 —
S13 = S14 —> $31 —> S$32 — $33 —> $34.

or ROLLBACK statement®. We denote a transaction as T; = [si1, Si2, e Sim ], in which s; j represents
the jth statement of T; (1 < j < m), and m is the number of statements in T;. We denote a set of
concurrent transactions as CT = {13, T5, ..., T,, }, in which n is the number of concurrent transactions.

A SQL statement can have one of the following types, SELECT, INSERT, UPDATE, DELETE, and
REPLACE. For a SELECT statement, it reads one or more rows in the database. We denote the read
on one row as R(r,v), which represents a read operation on row r that reads data v. Thus, a
SELECT statement is equivalent to one or more read operations. Formally, we denote a SELECT
statement with a predicate P as Stmtg = {R(r,0)|[r € ROW,v € RV,r matches P}, in which
predicate P represents the WHERE clause in the SELECT statement. For an INSERT, UPDATE, DELETE,
or REPLACE statement, it writes one or more rows in the database. Similarly, we denote the write
on one row as W (r,v), which represents a write operation on row r that writes data v. Thus, an
INSERT, UPDATE, DELETE, or REPLACE statement is equivalent to one or more write operations.
Formally, we denote an INSERT, UPDATE, DELETE, or REPLACE statement with a predicate P as
Stmty = {W(r,v)|r € ROW,v € RV, r matches P}.

When a write statement writes a row r, it creates a new version of row r. We denote a version
of row r as vl. Each row r in the database has its own write transaction set WT, = {T|W (r,v) €
sij»sij € T,T € CT,v € RV}, which represents the set of transactions that write row r. For each
row r, WT, satisfies the strict total order relation <. That said, the transactions in W7, have an
execution order.

2.3 Transaction Execution Histories and Dependency Graphs

A transaction execution history captures the transaction execution process, which comprises the
transactions that clients submit and the results that the DBMS returns. We denote the history as
H = (CT, SO), in which the session order SO C CT X CT represents the order of transactions in each
session. Note that the SELECT statements in CT include the query results returned by the DBMS.

A dependency graph represents the dependency relation among transactions CT in the history H.
We extend the dependency model defined by Adya [16, 17] to support relational data models and
SQL statements. There are three types of dependencies among transactions: write-read dependency
(wr), write-write dependency (ww), and read-write dependency (rw) [16, 17].

e Write-read dependency (wr). If a write statement Stmty in transaction T; writes a version

of row r, and a read statement Stmig in transaction T; (T; # T;) reads the version of row r

written by Stmty, then T; write-read depends on T; through row r. Formally, T; L(r)) T; if

T; # Tj A Jsj € Ty, sj; € Tj,v € RV, W(r,0) € sig AR(r,0) €5sjy.

3Except for explicit transactions that start with a BEGIN statement and end with a COMMIT or ROLLBACK statement, a SQL
statement (e.g., UPDATE) executed under the autocommit mode can be regarded as an implicit transaction. For the sake of
clarity in our presentation, we simply treat an implicit transaction as if it were enclosed by BEGIN and COMMIT statements.
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* Write-write dependency (ww). If a write statement Stmt;,, in transaction T; writes a version
of row r, and a write statement S tmt‘JM in transaction T; writes the next version of row r, then

T; write-write depends on T; through row r. Formally, T; M TGifT,#T; AT, € WI, AT; €
WT A BT, € WT, Ty < Tie < T

o Read-write dependency (rw). If a read statement Stmtp in transaction T; reads a version of row r,
and a write statement Stmtyy in transaction T; writes the next version of row r, then T; read-write

depends on T; through row r. Formally, T; Lm) T;if T; # Tj A 3Ty, Tk M T; A Tx M T;.

We denote a dependency graph by G = (CT, SO, WR, WW, RW), in which (CT, SO) represents a
history, and WR, WW and RW represent the set of wr, ww and rw dependencies inferred from the
history (CT, SO), respectively. In the dependency graph, each vertex represents a transaction, and
each edge represents a transaction dependency. If T; wr, ww or rw depends on T;, there is an edge
from T; to T; with a label of wr, ww or rw. If (Ti, T]) € SO, there is an edge from T; to T; with a label
of so.

2.4 lIsolation Anomalies

Based on the isolation anomaly definition of Adya [16, 17], we define the isolation anomaly
patterns for the relational data models, including cycle-related isolation anomaly patterns and
cycle-independent isolation anomaly patterns.

Cycle-related isolation anomalies, i.e., GO, G1b, Glc, and G2-item, are defined based on the
dependency graph [16, 17]. We define the isolation pattern of GO as a cycle only including write-
write dependencies in the dependency graph. We define the isolation anomaly pattern of G1b as a
cycle caused by a wr dependency and an rw dependency. We define the isolation anomaly pattern
of Glc as a cycle only including ww and wr dependencies. We define the isolation anomaly pattern
of G2 as a cycle including rw dependencies in the dependency graph.

G2-item can be subdivided into many types of isolation anomalies, e.g., lost update [21], read-
write skew [48], write skew [21], non-repeatable read [21], intermediate read [48], and read skew
[21], according to the dependency types and the rows that form the dependencies in the dependency
graph. Due to the space limitation, we only explain lost update, read-write skew, and write skew.

o Lost update. lost update occurs when the update of a statement in a transaction is lost [21]. A
cycle caused by rw and ww dependencies through the same row in the dependency graph indicates
a lost update. Take the following history as an example: a read statement Stmt}, in Ty reads row
r, then a write statement S tmtév in T; updates row r, and finally a write statement S tmtél, inT;
updates row r based on the read of Stmt}l2 and commits. The update of Stmta, is lost.

o Read-write skew. Read-write skew occurs when there is a cycle caused by rw and ww dependencies
through the different rows in the dependency graph [48]. For example, a read statement Stmtj, in
T, reads row r;. Then a write statement S tmt‘z/v in T, writes row r; and r;, and commits. Finally,
a write statement Stmt;,, in T; writes row r,. The dependency graph among these transactions
includes a cycle including rw dependency through row r; and ww dependency through row r,.
The motivating example in Figure 1 is read-write skew.

e Write skew. Write skew occurs when row r; and r, have a constraint, and the constraint is
violated [21]. A cycle caused by two rw dependencies in the dependency graph indicates a write
skew. For example, a read statement S tml‘}l2 in T; reads row r;. Then a read statement S tml‘f2 in
T, reads row ry, and a write statement S tmts‘, in T, writes row r; and commits. Finally, a write
statement Stmt‘ld, in T} writes row ry. The constraint between row r; and ry is violated since
Stmt‘l/v updates row r; based on the old version of row r; that Stmt}2 reads.
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S24: COMMIT; $24: COMMIT;
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CcoMMIT;
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T

Fig. 2. The architecture of IsoRel.

Cycle-independent isolation anomaly, i.e., Gla, is defined based on the execution history of
transactions [16, 17]. Gla occurs when a read statement in T, reads the version of row r written by
a write statement in T; but T; is aborted. We define the isolation anomaly pattern of Gla as the wr
dependency between transaction T; and T, in the dependency graph, where T; writes a row r and
T, read the same row r, T rollbacks, and T, commits.

3 Isolation Checker for Relational DBMSs

To detect isolation anomalies in relational DBMSs, we propose IsoRel, a novel black-box isolation
checker for relational DBMSs. IsoRel generates transactions involving relational data models
and complex SQL operations, infers dependencies among the transactions by adding auxiliary
columns into each table and instrumenting SQL statements in an isolation-agnostic manner, and
detects isolation anomalies based on isolation anomaly patterns for relational DBMSs. If an isolation
anomaly is detected, IsoRel generates an anomaly report for subsequent analysis.

Figure 2 shows the architecture of IsoRel. First, we generate an initial database involving
relational data models ((D). Then, we add an auxiliary column rowld into each table to uniquely
identify each row, and add an auxiliary column wList into each table to maintain a list of transactions
that create or modify a row (). Based on the table structures, we generate transactions involving
complex SQL operations ((3)). Then, we instrument each read operation to additionally retrieve
rowlds and wLists of their retrieved rows, and instrument each write operation to update wLists
for their modified rows ((@). We randomly select an isolation level and submit the transactions
concurrently to the target relational DBMS for execution ((5)). We record the executed transactions,
which include the query results of the SELECT statements within these transactions, and the session
order as the execution history of transactions. Note that the query results include rowlds and
wLists of the accessed rows in each SQL statement. Based on the history, we infer the dependencies
among these transactions (), and construct the dependency graph ((7)). Finally, we detect isolation
anomalies by matching our predefined isolation anomaly patterns in the dependency graph. If
IsoRel finds an isolation anomaly, it generates an anomaly report ((®).

In the following sections, we first explain database generation and auxiliary column generation
(Section 3.1), and then explain transaction generation and SQL statement instrumentation (Sec-
tion 3.2). Finally, we explain dependency inference (Section 3.3), and isolation anomaly detection
(Section 3.4).

3.1 Database Generation

We generate a database in two steps. First, we generate an initial database that contains one or
more tables with some data. Second, we add auxiliary columns into each table.
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3.1.1 Initial Database Generation. Currently, a lot of approaches have been proposed to generate
databases [23, 25, 38, 40, 45]. Since database generation is not the focus of our work, we generate
databases based on existing approaches, and only briefly describe it for completeness.

We generate a database involving relational data models by randomly creating tables and inserting
some random data. We utilize CREATE TABLE statements to generate at most maxTable tables and
at most maxColumn columns for each table. We randomly select a data type, e.g., INTEGER and
TEXT, add column constraints, e.g., PRIMARY KEY, UNIQUE, NOT NULL, and CHECK, and add
column attributes, e.g., DEFAULT and AUTOINCREMENT, for each column. Then, we insert at
most maxRow rows into each table by utilizing INSERT statements. The row data are generated
randomly. For example, in Figure 2, we generate an initial database with two tables. Each table has
two columns. Since a recent study has found that most of the transaction bugs can be triggered on
simple databases [33], we set maxTable, maxColumn and maxRow as 3, 3 and 5 by default.

3.1.2  Auxiliary Column Generation. To infer dependencies among transactions in relational DBMSs,
we add two auxiliary columns into each table. Specifically, we add an auxiliary column rowld into
each table to uniquely identify each row, and add an auxiliary column wList into each table to
maintain a list of transactions that create or modify a row.

Unique rowld. Relational DBMSs lack a default key-value structure within their tables. This
makes it difficult to infer dependencies among transactions, since we cannot identify which rows
are modified by a write operation (i.e., INSERT, UPDATE, DELETE, and REPLACE statement) and which
rows are retrieved by a read operation (i.e., SELECT statement). To address this problem, we add an
auxiliary column rowld with data type TEXT into each table by using an ALTER TABLE statement,
and assign a unique ID to each row in the tables, which is represented as “r” followed by a unique
number?. We manually maintain rowId columns to ensure that rowId is unique for rows in all the
tables. Thus, we can uniquely identify each row in the tables through rowlId.

Write transaction list. In relational DBMSs, we cannot directly identify which rows are modified
by a transaction, which complicates dependency inference. To address this problem, we add an
auxiliary column wList into each table by using the ALTER TABLE statement to maintain a list of
transactions that create or modify a row.

Specifically, we first identify the generated transactions by assigning a unique ID T;4(id > 1) to
each transaction. Then we add an auxiliary column wList with data type TEXT and initial value
“TQ@” for all the initial rows in each table. When a transaction creates or modifies a certain row r,
i.e., executing INSERT, UPDATE, or REPLACE statement on row r, its T;4 is appended to wList of row
r. For example, if transaction T; updates the initial data of a certain row, then the wList of this row
will change from “T0” to “T@, T1”. If a transaction T; updates a certain row with wList “T0,T1”,
then the wList of this row will change to “T@,T1,T2”. Thus, the wList of a row uniquely identifies
the transactions that made changes to this row.

To generate unique number in rowlId for each row in a table, we use UUID() in MySQL, MariaDB,
and TiDB, and gen_random_uuid() in PostgreSQL and CockroachDB. To maintain an append-only
transaction ID list in wList, we use CONCAT () function in MySQL, MariaDB, CockroachDB, and
TiDB, and “| |” operator in PostgreSQL.

Note that our auxiliary columns are isolation-agnostic. We manually maintain the uniqueness
of rowlds in these auxiliary columns, and do not add any column constraints to them. Thus, the
added auxiliary columns will not affect the concurrent execution of the involved transactions.

4We use rowld to uniquely identify each row in the tables. Therefore, we only require that rowlId is unique for each row.
We can also use other data types, e.g., INTEGER, to represent rowld. Here, we use the “r” prefix only for better readability.
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3.2 Transaction Generation and SQL Statement Instrumentation

Existing approaches have widely explored SQL statement generation [1, 13, 26, 54, 66]. We leverage
these approaches to generate SQL statements, and extend them to generate transactions. We first
describe transaction generation, and then describe SQL statement instrumentation in detail.

3.2.1 Transaction Generation. We generate a transaction containing a BEGIN statement at the
beginning, at most maxStatement SQL statements, and a COMMIT or ROLLBACK statement at the
end. The maxStatement is configurable. In our experiments, we set maxStatement to 10, according
to an empirical study on transaction bugs [33]. We generate six types of SQL statements, i.e.,
SELECT, SELECT FOR UPDATE, INSERT, UPDATE, DELETE, and REPLACE. These SQL statements are
all generated randomly. Note that for the REPLACE statement, only MySQL, MariaDB, and TiDB in
our target relational DBMSs support it. We only implement it on these relational DBMSs.

For transaction execution, we first randomly select an isolation level. Then, we open several
sessions in the target relational DBMS, set their isolation level as the selected one, and submit
each transaction to a random session. Transactions are executed sequentially on a session, i.e., we
only submit the next transaction for execution after the current transaction has been completed.
Transactions on different sessions are executed concurrently. We record the order of transactions
in each session as session order in the execution history of transactions.

3.22 SQL Statement Instrumentation. We use different instrumentation strategies for different
types of SQL statements. Table 1 illustrates how we instrument SELECT, SELECT FOR UPDATE,
INSERT, UPDATE, DELETE, and REPLACE statements.

e For a SELECT statement, we additionally retrieve rowIds and wLists of its retrieved rows ((D)). For
cross-table queries, we additionally retrieve rowlds and wLists of each table of its retrieved rows,
e.g., tl.rowld, t1.wList, t2.rowld, t2.wList (2)). For subqueries and compound queries, we also
instrument each sub-SELECT statement in the SELECT statement for retrieving relevant rowlds
and wLists((®) and @).

e For a SELECT FOR UPDATE statement, we use an instrumentation method similar to that of the
SELECT statement to obtain the rowlds and wLists of the rows retrieved by the statement ((5)).

e For an INSERT statement, we add the assignments of rowld and wList where rowld is a unique
ID for this row, and wList is the ID of the current transaction ((6)).

o For an UPDATE statement, we additionally update wList for its modified rows, which appends the
ID of the current transaction to wList ((7)).

e For a DELETE statement, we first add a SELECT FOR UPDATE statement that shares the same
predicate as the DELETE statement to retrieve the rowIds and wLists of the rows to be deleted.
Then, we execute the DELETE statement to delete these rows ((8)). By using a SELECT FOR UPDATE
statement, we ensure that no other transactions can interfere between the SELECT FOR UPDATE
and the DELETE statements, thereby avoiding the retrieval of inconsistent row information.

e When a REPLACE statement is executed, the DBMS checks for an existing record with the same
primary key or unique index. If found, the existing record is deleted, and the new record specified
in the REPLACE statement is then inserted. Therefore, for a REPLACE statement (9 and (0), we
first determine whether there is a key constraint in the target table. If the target table contains
a key constraint, we additionally add a SELECT FOR UPDATE statement before the REPLACE
statement, similar to the handling for a DELETE statement, to retrieve the rowlds and wLists of
the rows that may be deleted. Then, for the REPLACE statement, we add the assignments of rowId
and wList to the statement, like the instrumentation used for the INSERT statement.

Our SQL statement instrumentation is isolation-agnostic. For SELECT, SELECT FOR UPDATE,
INSERT and UPDATE statements, we only add fragments to retrieve and update the auxiliary columns.
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Table 1. SQL statement instrumentation for different types of SQL statements.

No. SQL Type SQL Example Instrumented SQL Statement
[©) SELECT SELECT c1, c2 FROM t WHERE c2>1 SELECT c1, c2, rowld, wList FROM t WHERE c2>1
SELECT SELECT tl.cl, t2.c2, t1.rowld, t1.wList, t2.rowld, t2.wList
@ cross-table query SELECT tl.cl, t2.c2 FROM t1 JOIN t2 WHERE t2.c2>1 FROM t1 JOIN t2 WHERE t2.c2>1
® SELECT SELECT c1, c2 FROM t1 WHERE ¢2>1 SELECT c1, c2, rowld, wList FROM t1 WHERE ¢2>1
compound query UNION SELECT c1, c¢2 FROM t2 WHERE c2>1 UNION SELECT cl1, ¢2, rowld, wList FROM t2 WHERE c2>1
SELECT SELECT c1, c2 SELECT cl, ¢2, rowld, wList
@ b FROM (SELECT c1, c2 FROM t1 WHERE c2<5) FROM (SELECT c1, c2, rowld, wList FROM t1 WHERE c¢2<5)
subquery AS 2 WHERE c2>1 AS t2 WHERE c2>1
SELECT .
® FOR UPDATE. SELECT c1, c2 FROM t WHERE c2>1 FOR UPDATE SELECT c1, c2, rowld, wList FROM t WHERE c2>1 FOR UPDATE
® INSERT INSERT INTO t(c1, c2) VALUES (1, 1) INSERT INTO t(c1, 2, rowld, wList) VALUES (1, 1, rowld, “TId")
[©) UPDATE UPDATE t SET c1=1 WHERE c2>1 UPDATE t SET c1=1, wList=CONCAT(wList,  TId’) WHERE ¢2>1
SELECT rowld, wList FROM t WHERE c2>1 FOR UPDATE
DELETE DELETE FROM t WHERE ¢2>1 DELETE FROM t WHERE ¢251
©) REPLACE REPLACE INTO t(c1, ¢2) VALUES (1, 1) SELECT rowld, wList FROM t WHERE c1=1 FOR UPDATE
with Key /** ¢l is the primary key of table t **/ REPLACE INTO t(c1, c2, rowld, wList) VALUES (1, 1, rowld, “TId’)
REPLACE REPLACE INTO t(c1, ¢2) VALUES (1, 1) : . 11 T
@ without Key /** There is no primary key in table t **/ REPLACE INTO t(cl, ¢2, rowld, wList) VALUES (1, 1, rowld, “TId’)

Thus, the instrumentation does not affect the concurrent execution of the original transactions.
For DELETE and REPLACE statements, we include a preceding SELECT FOR UPDATE statement to
retrieve rowlds and wLists of the rows that may be deleted. This SELECT FOR UPDATE statement
uses the same predicate as the subsequent DELETE or REPLACE statement and obtains exclusive
locks on the rows that will be accessed by these operations. The additional SELECT FOR UPDATE
statements may potentially affect concurrent transaction execution. However, our investigation of
target DBMSs (i.e., MySQL [8], PostgreSQL [10], MariaDB [7], CockroachDB [3], and TiDB [15])
shows that this does not occur in our target DBMSs.

3.3 Dependency Inference

Given an execution history of a group of concurrent transactions, we infer the dependencies
among these transactions by using Algorithm 1. This algorithm takes the transaction execution
history recorded by our SQL statement instrumentation as input, which includes the concurrent
transactions (Line 1), and the session order among the transactions executed in the same session
(Line 2). We first infer wr and ww dependencies based on rowId and wList of each row in each query
result (Line 5-19). Then we infer rw dependencies based on wLists of the same row in the query
results (Line 20-34). The output of Algorithm 1 is the inferred dependencies among the transactions
in the execution history, including so, wr, ww, and rw dependencies among these transactions.

We infer wr, ww and rw dependencies based on rowlds and wLists of the rows accessed in each
SQL statement. The dependencies produced by SELECT, INSERT and UPDATE statements can be
directly inferred. However, inferring dependencies produced by DELETE and REPLACE statements
is challenging. For a DELETE statement, we cannot update and retrieve wLists for its modified
rows after its execution, unlike INSERT and UPDATE statements, since the rows have been deleted.
REPLACE statements have the same problem. A REPLACE statement may delete a corresponding
row, if the related table contains a column with key constraint, and the inserted value of the key
column already exists in the table. If the table does not contain a column with key constraint, or the
inserted value of the key column does not exist in the table, the dependency inference for REPLACE
statements is similar to that of INSERT statements.

3.3.1 Dependencies Produced by SELECT, INSERT and UPDATE Statements. SELECT, INSERT and
UPDATE statements can potentially produce wr, ww and rw dependencies among transactions. We
explain how to extract these dependencies as follows.

Write-read dependency. SELECT statements retrieve rowlds and wLists of their retrieved rows
through our SQL statement instrumentation (Line 5-8). For a SELECT statement in transaction Tj,
its query result may contain several rows. For each row, we obtain the last transaction T; in wList
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Algorithm 1: Dependency inference

Input: history; // The transaction execution history
Output: dependencies; // The dependencies among transactions

1 txes « history.getTransacions();
2 so « history.getSessionOrder(txes);

3 queryResults « txes.getQueryResults(); // The query results for all the SELECT statements
4 wr,ww,rw « 0;
5 foreach gr € queryResults do
6 foreach row € gr.getRows() do
7 rowld « row.getRowld();
8 wList « row.getWList();
9 readTx « qr.getTx();
10 lastWriteTx < wList.getLastTx();
1 if qr.getSQLStatement ().associatedWithDeleteOrReplace() then
12 if readTx # lastWriteTx then
ww(rowld)
13 L ww.add(< lastWriteTx,readTx,rowld >); // lastWriteTx —— > readTx
14 else if readTx # lastWriteTx then
wr(rowld)
15 L wr.add (< lastWriteTx, readTx,rowld >); // lastWriteTx ——  readTx
16 foreach writeTx € wList do
17 preWriteTx «— wList.getPreviousTx(writeTx);
18 if preWriteTx # writeTx then
ww(rowld)
19 L ww.add(< preWriteTx, writeTx,rowld >); /! preWriteTx ————— writeTx
20 foreach gr;, qr; € queryResults do
21 if !qri.getSQLStatement().associatedWithDeleteOrReplace() A qri.getSQLStatement () +
qrj.getSQLStatement() A containSameRowld(qr;, qr;) then
22 foreach rowld € getSameRowlds(qr;,qr;j) do
23 wList; « qri.getWList(rowld);
24 wlList; < qrj.getWList(rowld);
25 readTx « qr;.getTx();
26 if wList;.equals(wList;) then
27 if gr;.getSQLStatement().associatedWithDeleteOrReplace() then
28 writeTx « qrj.getTx();
29 if readTx # writeTx then
rw(rowld)
30 L rw.add(< readTx, writeTx,rowld >); // readTx ———  writeTx
31 else if wList;.startsWith(wList;) then
32 writeTx < wList;.getNextTxAfter(wList;);
33 if readTx # writeTx then
rw(rowld)
3 L rw.add(< readTx, writeTx,rowld >); // readTx ——— writeTx

35 return so, wr, ww, rw;

(Line 10). We can infer that the row read by T; is written by T;, since T; is the last transaction that
writes this row before T; reads it. Then, we record that T; wr depends on T; (Line 14-15).

Write-write dependency. We utilize the auxiliary column wList to maintain a list of transactions
that create or modify a row. Thus, we directly infer ww dependencies based on the order of the
transactions in wLists. Specifically, if transaction T; immediately precedes transaction T in wList
of a certain row, then T; ww depends on T; (Line 16-19).

Read-write dependency. Similar to ww dependencies, we can utilize the query results of SELECT
statements to infer rw dependencies (Line 20-25 and Line 31-34). Specifically, for each row r that is
read by two SELECT statements, we compare row r’s wLists in these two SELECT statements (Line
20-24). If the wList; of row r read by a SELECT statement Stmt}i2 in transaction T; is the prefix of
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Ty Ty
Initial table £1 511: BEGIN; 31 BEGIN;
Sy2: SELECT ¢2, rowld, wList FROM t1 WHERE c1 < 2; wr(r4,75),  s35: SELECT c1, c2, rowld, wlist FROM t1;
cl | c2 | rowld | wList h ighd —
[(1,1,r1,TO) S0 (1,2,r1,T0,12'), (2, 1, r2, ‘TO’), (2, 2, r3, ‘TO")
11| rl TO S13: UPDATE t2 SET c2 = 8, wlList = CONCAT(wList, 4T1’) WHERE c1 > 2; S33: SELECT c1, c2, rowld, wlist FROM t2;
2 1 2 TO S14: COMMIT; (4,8,r4,T0,T1’), (5, 8,15, ‘T2,T1') |
2]2] B [ 10 S34: COMMIT;
rw(rl) ww(rS5)
wr(rl)
S21: BEGIN;
Initial table ¢2 Sp5t UPDATE t1 SET c2 = 2, wlist = CONCAT(wList, 4T2') WHERE c1 < 2;
S35 INSERT INTO t2 VALUES (5, 5, r5, ‘T2');
r5int2

[efa[w [ 0]

r
Sz4: COMMIT;
Tz

Fig. 3. The execution history of concurrent transactions in Figure 1. We can infer wr, ww and rw dependencies
of SELECT, INSERT and UPDATE statements.

another wList; of row r read by a SELECT statement StmtI{, in transaction T; (Line 31), we can infer
that the remaining (except wList;) list of transactions in wList; further modify row r after executing
Stmt},. We use Ty to denote the first transaction in wList; that modifies row r after executing Stmt],
(Line 32). We can infer that after S tmt}i2 reads row r, the first transaction that writes row r is T.
Then, T rw depends on T; (Line 33-34).

Figure 3 shows the execution history of concurrent transactions in Figure 1 with our SQL
statement instrumentation. T} and T5 are in the same session. From the query result of ss;, we can
infer that ss; reads row r1 written by T,. Thus, T3 wr depends on T;. From the query result of ss3,
we can infer that T, first writes row r5 and then T; writes r5. Thus, T; ww depends on T;. For row
r1, the wList retrieved by sy, is “T0”, and the wList retrieved by ss; is “T@, T2”. We can infer that
for r1, Tj first reads r1, and then T, writes it. Thus, T, rw depends on Tj.

Note that our dependency inference relies on rowlds and wLists obtained from the query results
of SELECT statements within transactions. These ww and rw dependencies can be inferred only if
there is a read operation on the corresponding rows after write operations. Although transactions
are executed continuously, it may not always contain read operations after write operations. Thus,
some dependencies may be overlooked, potentially resulting in false negatives. To mitigate this
issue, we can frequently execute transactions that retrieve all data in our target relational DBMSs.

3.3.2  Dependencies Produced by DELETE Statements. DELETE statements can potentially produce
ww and rw dependencies among transactions. We explain how to extract these dependencies as
follows.

Write-write dependency. We retrieve the rowlds and wLists of the rows to be deleted by
adding a SELECT FOR UPDATE statement before each DELETE statement. Thus, we can know the last
transaction that writes a specific row before it is deleted, and infer ww dependencies. Specifically,
for each row to be deleted, if the last transaction in wList is T;, and the transaction that deletes this
row is Tj, then T; ww depends on T; (Line 11-13).

Read-write dependency. To obtain which transactions read a certain deleted row just before it is
deleted, we first utilize the added SELECT FOR UPDATE statement associated with the corresponding
DELETE statement to retrieve all the deleted rows’ rowIds and wLists. Then, for each deleted row,
we find which transaction read the same wList as that of this row. Specifically, for each row deleted
by transaction Tj, if the wList read by transaction T; is the same as the wList read by the added
SELECT FOR UPDATE statement (Line 26-27), then T; rw depends on T; (Line 29-30).

Figure 4 shows an execution history of two concurrent transactions T; and T». First, T; updates c1
to 1 in table ¢t where c1 < 5, and then reads the rows in t where c1 < 5. Then, T, reads the rowlds
and wLists in t where c2 < 2, and then deletes the rows in ¢t where c2 < 2. From the query result of
S22, we can infer that for row r1, Tj first writes it, and then T, deletes it. Thus, T, ww depends on T;.
For row r1, the wList retrieved by s;3 is “T@, T1”, which is the same as the wList retrieved by s,,.
Thus, we can infer that T, rw depends on Tj.
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Initial table ¢ T, T,
cl | e2 | rowld | wList S11: BEGIN; ww(rl), a1 BEGIN;
R To 5123 UPDATE t SET c1 = 1, wList = CONCAT(wList, T1') WHERE c1<5; (1) S22t SELECT rowld, wiist FROM t WHERE c2 < 2 FOR UPDATE;
T2l o [ 1o S131 SELECT c1, €2, rowld, wist FROM t WHERE c1 < 5; e [(r1,TO,TY)]
il E (1,1, r1, TOTL), (1, 2, r2, ‘TO,TY') S23: DELETE FROM t WHERE €2 < 2;
616 3 To S14: COMMIT; S24: COMMIT;

Fig. 4. We can infer ww and rw dependencies of a DELETE statement. The execution order for the SQL
statements is as follows: s11 — s21 — $12 — $13 — S14 — S22 — $23 — So4.

3.3.3 Dependencies Produced by REPLACE Statements. For each record to be replaced, the REPLACE
statement first checks whether a row with the same primary key or unique index as the new record
specified in the REPLACE statement exists in the target table. If yes, the corresponding row is deleted,
and the new record specified in the REPLACE statement is inserted into the target table. If not, the
new record specified in the REPLACE statement is directly inserted into the target table. Therefore,
we need to infer ww and rw dependencies on the deleted rows (Line 11-13 and Line 26-30), and infer
ww and wr dependencies on the inserted rows (Line 14-19).

For ww and rw dependencies on a deleted row in a REPLACE statement, we infer them in a manner
similar to that used for DELETE statements. We first retrieve the columns that have key constraints
in tables from the CREATE statements generated during the database generation process. Then, we
retrieve the rowld and wList of the row that has the same key with the inserted record by adding
a SELECT FOR UPDATE statement before the REPLACE statement. Thus, we can know the row that
is deleted by the REPLACE statement. Then, we infer ww and rw dependencies in the same way as
that of DELETE statements (Line 11-13 and Line 26-30). For ww and wr dependencies on the inserted
rows, we infer them in the same way as that of INSERT statements (Line 14-19).

Based on the SQL statement instrumentation, we can infer ww and rw dependencies on the deleted
rows between a DELETE (or REPLACE) statement and the statements that are executed before the
DELETE (or REPLACE) statement. Since the deleted rows by the DELETE (or REPLACE) statement have
disappeared in the database, we cannot trace the ww and wr dependencies on the deleted rows after
the DELETE (or REPLACE) statement is executed anymore. However, this only leads to losing some
dependencies, potentially resulting in false negatives.

3.4 lIsolation Anomaly Detection

To detect isolation anomalies in relational DBMSs, we construct the dependency graph among
transactions based on our inferred dependencies. Then, we detect isolation anomalies by matching
isolation anomaly patterns defined in Section 2.4 in the dependency graph. If we find an isolation
anomaly, we generate an anomaly report for further analysis.

In a dependency graph G, the vertices are the transactions in the execution history of transactions,
and the edges are the transaction dependencies we inferred, which contain wr, ww, rw and so
dependencies. If transaction T; depends on transaction T; (i.e., wr, ww and rw dependencies), or T;
immediately precedes T; in the same session (i.e., so dependencies), there is a direct edge from T;
to T; in graph G. Figure 3 shows a dependency graph of Ty, T; and T3 with wr, ww, rw and so edges.

We detect isolation anomalies by matching the isolation anomaly patterns in the dependency
graph. The isolation anomaly patterns define the dependency types and the rows that form the
dependencies in isolation anomalies.

For cycle-related isolation anomalies, we identify strongly connected components in the depen-
dency graph as cycles by utilizing the Tarjan algorithm [60]. For each cycle, we determine the type
of isolation anomaly by matching the anomaly patterns with the dependency types of edges in the
cycle. For example, in Figure 3, we detect a dependency cycle between T; and T, which contains a
ww dependency and an rw dependency. Thus, we identify it as read-write skew.

Note that for SELECT FOR UPDATE statements, we do not identify some dependency cycles as
isolation anomalies. Specifically, if a cycle between T; and T; includes an rw dependency produced
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Tl
S11: BEGIN;

S12: SELECT c1, c2, rowld, wList FROM t WHERE c1 < 5; rw(rl) T2
[(1,1,r1,°T0), (2,2, 12, T0) ] — . 5,1 BEGIN;

$13: SELECT rowld, wList FROM t WHERE c1 < 5 FOR UPDATE; Sp2: UPDATE t SET ¢2 = 3, wlist = CONCAT(wList, ‘T2') WHERE c1 < 2;
[(r1, ‘TO;T2), (r2, “T0") ] +————— 5,,: COMMIT;

S14: DELETE FROM t WHERE c1 < 5; wr(rl),

$15: COMMIT; ww(rl)

Fig. 5. We do not consider the dependency cycle as an isolation anomaly due to the SELECT FOR UPDATE
statement. The execution order for the SQL statements is as follows: s11 — s12 — s21 — 232 — $13 — S14 —
$15 — $23.

by a SELECT statement in T; and a wr dependency produced by a SELECT FOR UPDATE statement

inT (eg., Ty ﬂ T, and T, M Ty), it is not an isolation anomaly. This is because the SELECT
FOR UPDATE statement is current read, instead of snapshot read, so it can read the latest data. To
address this problem, if we match this pattern in the dependency graph, we do not identify it as an
isolation anomaly. For example, in Figure 5, we detect a cycle between Ty and T, with rw and wr
dependencies, and the wr dependency is produced by a SELECT FOR UPDATE statement in T;. Thus,
we do not identify it as an isolation anomaly.

For cycle-independent isolation anomaly (i.e., Gla), we match the isolation anomaly pattern of
Gla in the dependency graph to identify it. We detect the wr dependency between Ty and T; in the
dependency graph. If T; rollbacks and T, commits, we identify it as Gla.

4 Soundness Proof of IsoRel

A database manages a set of rows ROW = {ry,r,...} in a relational DBMS. Each row r in the
database has its own write transaction list wList, = [T}, TZ,...], in which T} € CT (the set of
concurrent transactions) and transaction T, writes the i-th version o’ of row r. Specifically, when
a write statement in transaction T; creates or modifies row r, T; is appended into wList,. In such
a situation, each version v’ of row r corresponds to a unique write transaction list wList.. To
deliver a clear presentation, we do not discuss read-write and write-write dependencies produced
by DELETE and REPLACE statements in the following proof, which can be described in the similar
way as Lemma 2 and Lemma 3.

Lemma 1. If a read statement Stmtg in transaction T; retrieves a row r, and row r’s corresponding
write transaction list wList, is [..., T;] (T; # T;) (i.e., transaction T; is the last transaction in wList,),
then T; write-read depends on T; through row r.

Proof. Row r’s corresponding write transaction list wList, is [..., T;], so there exists a write
statement Stmty in T; that writes row r and creates this wList,. Since wList, is unique for each
version of row r, Stmtg must read the version written by Stmtyy,, and the versions of row r written
by other statements and transactions are not visible to Stmtg in T;. Therefore, T; write-read depends
on T; through row r.

Lemma 2. If a row r’s write transaction list wList is [..., T;, T}, ...] (T; # T;) (i.e., transaction T;
immediately precedes transaction T; in wList,), then T; write-write depends on T; through row r.

Proof. Row r’s corresponding write transaction list wList, is [..., T;, T}, ...], so there exists a write
statement S tmt{v in T; and a write statement S tmti‘, in T;, which update row r one after another. If

a statement Stmt‘lfv in transaction Ty (Tx # T; and Ty # T;) writes row r between Stmt{v and Stmtiv,
then wList, will become [..., T;, Ty, T, ...], which conflicts with the precondition (i.e., row r’s write
transaction list wList, is [..., T;, T}, ...]). Therefore, T; write-write depends on T; through row r.

Lemma 3. If a read statement Stmtg in transaction T; retrieves a row r, and row r’s corresponding
write transaction list wList, is [..., T] (i.e., transaction T is the last transaction in wList,), and row
r’s wList, becomes [..., Ty, T}, ...] (T; # T;) in another read statement, then T; read-write depends on
T; through row r.
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Table 2. Target relational DBMSs in our evaluation.

Relational DBMS | DB-Engines Ranking | Stars | Isolation Level | Concurrency Control
MySQL 2 9.9K | RU, RC, RR, SER Pessimistic
PostgreSQL 4 13.9K RC, RR, SER Pessimistic, Optimistic
MariaDB 13 5.1K | RU, RC, RR, SER Pessimistic
CockroachDB 67 29.8K SER Optimistic
TiDB 87 35.6K RC, RR Pessimistic, Optimistic

ISSTA076:15

Proof. Stmtg in transaction T; retrieves row r, and row r’s corresponding write transaction list
wList, is [..., T ], so Stmig reads the version of row r written by Tj. Since row r’s wList, becomes
[.... Tk, T}, ...] in another read statement, there exists a write statement Stmty in T; writes the
version of row r with wList, = [..., Ty, T;]. No other statements can update row r between Stmtg
and Stmty . Therefore, T; read-write depends on T; through row r.

The above three lemmas prove that the transaction dependencies inferred by IsoRel are sound,
and have no false positives. Therefore, the dependency graph G = (CT, SO, WR, WW, RW), in which
SO represents the session order on concurrent transactions CT, and WR, WW and RW represent
the set of write-read dependencies, write-write dependencies and read-write dependencies among
transactions CT, is sound and does not contain wrong dependencies. Existing works [16, 17, 30, 42,
46, 49, 58, 62] have proved that the appearance of different kinds of cycles in the dependency graph
G indicates different kinds of isolation anomalies, e.g., a cycle caused by read-write and write-write
dependencies through the same row in the dependency graph G indicates a lost update. In IsoRel,
we adopt the Tarjan algorithm [60] to identify cycles in the dependency graph, which is sound and
does not report false positives. Therefore, IsoRel is sound.

5 Evaluation

We evaluate IsoRel on five widely-used relational DBMSs, i.e., MySQL [8], PostgreSQL [10],
MariaDB [7], CockroachDB [3], and TiDB [15], and answer the following three research questions:

e RQ1: How effective is IsoRel in detecting isolation anomalies in relational DBMSs?
e RQ2: What are the root causes of the isolation anomalies detected by IsoRel?
e RQ3: How does IsoRel compare against existing isolation checkers [42, 46, 58]?

5.1 Experimental Methodology

Target relational DBMSs. We select five widely-used relational DBMSs, i.e., MySQL [8], Post-
greSQL [10], MariaDB (7], CockroachDB [3], and TiDB [15], as our target relational DBMSs, based
on their DB-Engines Ranking [4] and GitHub stars [5]. Table 2 shows the detailed information. These
relational DBMSs support multiple isolation levels, e.g., Read Uncommitted, Read Committed,
Repeatable Read, and Serializable in MySQL and MariaDB. We check all target relational
DBMSs on the latest release versions when we started this evaluation, i.e., MySQL 8.2.0, PostgreSQL
16.2, MariaDB 10.11.2, CockroachDB 24.1.1, and TiDB 8.1.0.

Reproducing known isolation anomalies. We first evaluate whether IsoRel can reproduce
known isolation anomalies revealed by existing isolation checkers [6, 42, 46]. We investigate all
the relational DBMSs developers’ confirmed isolation anomalies [9, 11, 14, 42] detected by existing
checkers, and collect 6 known isolation anomalies. We extract the features of these anomalies from
their anomaly reports, including the table structures, operation features, and dependencies. Then
we run IsoRel on the relational DBMSs in the release versions that can trigger these isolation
anomalies, and collect all the anomaly reports generated by IsoRel.

For each detected isolation anomaly, we manually remove and simplify the transactions and
statements, which are not necessary to reproduce the anomaly. First, we remove the transactions
and statements that do not affect the anomaly dependencies in the dependency graph. Second, we
further remove the unnecessary tables, columns and rows, and simplify SQL statements if possible
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Table 3. Known isolation anomalies rediscovered by IsoRel.

Relational DBMS | Release Version | Isolation Level | Isolation Anomaly
MySQL v8.0.34 RR write skew
MySQL v8.0.34 RR read-write skew
MySQL v8.0.34 RR lost update
PostgreSQL v12.3 RR write skew
MariaDB-Galera v10.7.3 RR lost update
TiDB v2.1.7 RR write skew

(e.g., using a simpler WHERE clause while keeping the same anomaly dependencies). On average,
it takes approximately 20 minutes to manually simplify a detected anomaly. Finally, we manually
compare the features of our detected isolation anomalies with those of known anomalies. If their
features are the same, we conclude that IsoRel reproduces these known anomalies.

Detecting new isolation anomalies. To conduct this experiment, we randomly generate a
database db in the target relational DBMS by using the database generation approach. For the
generated database db, we create numSession concurrent sessions, which is randomly chosen
between 2 and 5. For each session, we randomly generate transactions, and submit them one by
one to the target DBMS. We run these sessions for 10 minutes, and record the execution history
of transactions. We then run dependency inference approach and isolation anomaly detection
approach to detect isolation anomalies. We repeat the above steps until we have run for a total of 6
hours for a target DBMS. In our experiment, we repeat these steps 35 times for each DBMS.

IsoRel can support all the isolation levels supported by our target DBMSs, e.g., Read Uncommitted,
Read Committed, Repeatable Read, and Serializable in MySQL and MariaDB. To demonstrate
its effectiveness, we run IsoRel on the five relational DBMSs under all supported isolation levels.
Once an isolation anomaly is detected, IsoRel produces an anomaly report with essential infor-
mation for reproducing and analysis, including the type of the isolation anomaly, the constructed
dependency graph, the involved transactions, the query results of the SELECT statements in the
transactions, the initial tables, and the isolation level. Then, we manually simplify the isolation
anomaly by utilizing the simplification process discussed earlier. Finally, we manually identify
unique isolation anomalies. For any two anomalies, if the number, order, or types of the statements
in their involved transactions are different, we consider them to be unique.

5.2 Isolation Anomaly Detection Results

Reproducing known isolation anomalies. IsoRel successfully reproduces 6 known isolation
anomalies [9, 11, 14, 42]. Details about these isolation anomalies are shown in Table 3, including
the relational DBMSs where they are revealed, the release versions of these relational DBMSs, the
isolation levels, and the types of these anomalies. Specifically, IsoRel reproduces three known
anomalies in MySQL 8.0.34 [9], one known anomaly in PostgreSQL 12.3 [11], one known anomaly
in MariaDB-Galera 10.7.3 [42], and one known anomaly in TiDB 2.1.7 [14]. All these isolation
anomalies occur under Repeatable Read. The types of these anomalies are diverse, including
write skew, read-write skew and lost update.

Detecting new isolation anomalies. In total, IsoRel has revealed 325 isolation anomalies
in the five target relational DBMSs, as shown in Table 4. From these anomalies, we identify 48
unique isolation anomalies, all of which are revealed under Repeatable Read. We have not yet
observed isolation anomalies under Read Uncommitted, Read Committed, and Serializable
isolation levels. Among the 48 isolation anomalies, 14 anomalies are found in MySQL, 6 anomalies
are found in PostgreSQL, 14 anomalies are found in MariaDB, and 14 anomalies are found in TiDB.
For the 48 anomalies, 12 anomalies are lost update, 12 anomalies are read-write skew, and 24
anomalies are write skew.
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Table 4. Isolation anomalies detected by IsoRel.

Relational #Txn Isolation Level Total Lost | Read-Write | Write
DBMS RU | RC | RR | SER | (Unique) | Update Skew Skew
MySQL 5774 0 0 57 0 57 (14) 4 4 6
PostgreSQL | 2536 | - | 0 | 8 | 0 3 (6) 0 0 6
MariaDB 4515 0 0 92 0 92 (14) 4 4 6
CockroachDB | 4090 - - - 0 0(0) 0 0 0
TiDB 5802 - 0 168 - 168 (14) 4 4 6
Total 22717 0 0 325 0 325 (48) 12 12 24

All the 48 unique anomalies violate the Repeatable Read isolation level defined by Adya [16, 17].
We have further investigated these anomalies by inspecting the corresponding DBMS documents
and discussing with DBMS developers, and confirmed that all these anomalies are true positives
and indeed occur in these DBMSs. However, they are allowed to occur in these target DBMSs due
to certain design choices for now.

5.3 Analyzing Isolation Anomalies in Relational DBMSs

We further conduct a study on the 48 unique isolation anomalies detected by IsoRel to thoroughly
analyze their root causes. Each anomaly is independently studied and classified by three authors to
mitigate subjectivity. The analysis results are discussed at length until a consensus is reached on
the root causes of the anomalies. From the 48 unique isolation anomalies, we find that they are all
caused by no lock conflicts. We further divide into two root causes as follows.

No lock conflicts due to the timing of COMMIT. 36 (75%) isolation anomalies are caused by
no lock conflicts due to the timing of COMMIT statements. Among the 36 isolation anomalies, 12
anomalies are lost update, 12 anomalies are read-write skew, and 12 anomalies are write skew.

For lost update and read-write skew, the cycles that define them contain at least a ww dependency
in the dependency graph. The ww dependency is produced by two transactions writing the same
row one after another. Because the previous transaction commits before the latter transaction
writes the row, the lock on the modified row is released, causing no lock conflicts. Thus, although
these anomalies satisfy the anomaly definition of Adya [16, 17], they are allowed to occur in our
target relational DBMSs under Repeatable Read. Conversely, if the previous transaction does
not commit, and the latter transaction writes the row, then a lock conflict occurs. Such isolation
anomalies are proscribed to occur in our target relational DBMSs under Repeatable Read.

For write skew, two transactions write different rows in the same table, and the relational DBMSs
apply gap locks on these rows by UPDATE and DELETE statements. Similarly, since the previous
transaction commits before the latter transaction writes the rows, lock conflict does not occur.
These anomalies are allowed to occur in our target relational DBMSs under Repeatable Read.

Figure 1 shows a read-write skew detected in MySQL under Repeatable Read. In this case, T;
rw depends on T; through row r1, and T} ww depends on T, though row r5. Thus, this anomaly
satisfies read-write skew defined by Li [48], which violates the Repeatable Read isolation level
defined by Adya [16, 17]. However, it is allowed to occur in MySQL since T; first inserts row r5
into table t2, and after T, commits, T; updates r5 in table #2.

No lock conflicts due to accessing different rows. 12 (25%) isolation anomalies are caused
by no lock conflicts due to accessing different rows. These anomalies are all write skew, which is
defined as a cycle caused by two rw dependencies through different rows in the dependency graph.
If lock conflicts do not occur between the transactions that produce the two rw dependencies, these
anomalies are allowed to occur in our target relational DBMSs under Repeatable Read. We further
categorize the root cause into two types and describe them as follows.

e Access different rows in different tables. In this case, two transactions T; and T, write different
rows in different tables, so lock conflicts do not occur between T; and T>.
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Fig. 6. The write skew in MySQL that accesses different rows in different tables. The execution order for the
SQL statements is as follows: s11 — $21 — $12 — S22 — $13 — $23 —> S14 — S24 —> $31 — S32 — $33 —> S$34.

o Access different rows in the same table without gap locks. In this case, two transactions Ty
and T, write different rows in the same table. If the relational DBMS does not apply gap locks
(e.g., TiDB does not apply gap locks), lock conflicts do not occur between T; and T5.

Figure 6 shows a write skew detected in MySQL under Repeatable Read. In this case, T; and
T; are in the same session. T, rw depends on T; through row r1, and Ty rw depends on T, through
row r3. Thus, this isolation anomaly satisfies write skew defined by Berenson [21]. However, it is
allowed to occur in MySQL, since row r3 and r1 are in different tables, and no lock conflict occurs
between T; and To.

5.4 Comparison with Existing Isolation Checkers

Existing isolation checkers [24, 27, 28, 30, 42, 46, 49, 58, 62] mainly work on key-value-like data
models, in which data is organized in a key-value format. These checkers are limited to detecting
isolation anomalies only within simple key-value-like data models and the associated read(key) and
write(key, value) operations. They cannot infer wr, ww and rw dependencies among transactions
that involve complex SQL operations and relational data models in relational DBMSs, which IsoRel
can infer. Therefore, we cannot directly compare IsoRel with existing checkers when these checkers
are applied to relational DBMSs. Thus, we analyze whether three existing checkers (Elle [46], Cobra
[58], PolySI [42]) can conceptually detect the 48 isolation anomalies revealed by IsoRel.

For an isolation anomaly, we conclude that existing checkers cannot detect it from the following
two conditions. First, the anomaly involves table structure different from key-value structure. For
example, in Figure 6, the test case contains two tables, which cannot be triggered by key-value
data model. Second, the anomaly involves complex SQL operations different from read(key) and
write(key, value) operations. For example, in Figure 3, the SQL statements s;, s13, and sz, contain
range query, which cannot be supported by read(key) and write(key, value) operations. We find
that for the 48 isolation anomalies, Elle and PolySI can only detect 2 anomalies, and Cobra cannot
detect all the 48 anomalies. For the 46 isolation anomalies that Elle and PolySI cannot detect, 4
anomalies involve table structure different from key-value structure, and the rest 42 anomalies
involve complex SQL operations different from read(key) and write(key, value) operations.

6 Discussion

In this section, we discuss the limitations of our approach and the potential future work.

6.1 Limitations

Although IsoRel can effectively detect isolation anomalies in relational DBMSs, it cannot support

some SQL operations and some transaction dependencies, potentially resulting in false negatives.
Unsupported SQL operations. Although IsoRel supports many SQL operations (e.g., SELECT,

INSERT, UPDATE, DELETE and REPLACE), and complex SQL features (e.g., subqueries, compound

queries and cross-table queries), it does not support aggregate functions and views, since the rows
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accessed by aggregate functions are not contained in the query results. As a result, IsoRel cannot
retrieve these accessed rows from the query results, and fails to infer the associated dependencies.

Overlooking some dependencies. IsoRel can overlook some dependencies, resulting in false
negatives. First, IsoRel cannot infer ww and wr dependencies on the deleted rows after a DELETE
(or REPLACE) statement is executed, since the deleted rows have disappeared in the database.
Second, IsoRel cannot infer all dependencies of compound queries and subqueries since some
rows may be accessed but are not in the query results. Third, the instrumented information of write
statements in the rolled-back transactions will be deleted by DBMSs along with the rolled-back
transactions, and IsoRel cannot obtain these information anymore after rollbacks. Thus, IsoRel
can overlook some dependencies associated with these rolled-back transactions. Fourth, IsoRel
cannot infer predicate dependencies. To infer predicate dependencies, we need to know whether
a write statement changes the matches of a predicate read. However, we have not yet identified
a suitable approach to do so in an isolation-agnostic manner, preventing IsoRel from currently
supporting predicate dependencies.

6.2 Future Work

Automatic isolation anomaly simplification. We manually simplify the detected isolation
anomalies, which requires considerable effort. The manual simplification process can potentially
be automated. One potential challenge for the automated simplification process is how to confirm
the simplified transactions can still trigger the same isolation anomaly due to the nondeterminism
of transaction execution.

Speeding up isolation anomaly detection. Different relational DBMSs have some commonal-
ities of isolation anomalies in them. It should be possible to create some templates of the isolation
anomalies detected in one relational DBMS. These templates can potentially lead to anomalies in
other relational DBMSs. Thus, we can use these templates to speed up isolation anomaly detection
in other relational DBMSs, and help converge more quickly.

Extending IsoRel by adopting existing anomaly detection algorithms. In our work,
building the dependency graph from the transaction execution history in relational DBMSs is our
main contribution. We further adopt a simple algorithm (i.e., graph traversal by utilizing the Tarjan
algorithm [60]) to detect cycles in the dependency graph. Existing isolation anomaly detection
algorithms [24, 27, 28, 30, 42, 46, 49, 58, 62] also aim to detect cycles in the dependency graph,
among which there are some efficient anomaly detection algorithms, e.g., resolving uncertain
dependencies through SMT solvers [42, 58, 62]. Therefore, once we build the dependency graph in
relational DBMSs through our SQL statement instrumentation and dependency inference approach,
we can potentially adopt existing anomaly detection algorithms (e.g., Cobra [58] and PolySI [42])
to detect isolation anomalies in relational DBMSs to improve detection efficiency.

7 Related Work

Isolation level specification. ANSI [2] defines four isolation levels, i.e., Read Uncommitted, Read
Committed, Repeatable Read, and Serializable, and the corresponding four isolation anomalies
that are proscribed at each isolation level, i.e., dirty write, dirty read, non-repeatable read, and
phantom. Berenson et al. [21] show that the isolation levels defined by ANSI are incomplete. They
refine the definition of isolation levels, and propose Cursor Stability, Snapshot Isolation,
and the formal specification of isolation anomalies. Adya et al. [16, 17] define the dependencies
among transactions and propose weaker isolation levels based on transaction dependency.
Isolation checking. Some isolation checkers have been proposed to check the isolation levels
utilizing key-value-like data models. Elle [46] infers transaction dependencies based on the incre-
mentable list, and detects isolation anomalies based on dependency graph in key-value-like data
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models. Cobra [58] utilizes polygraph, which utilizes constraints to capture unknown dependencies,
and uses SMT solvers to detect cycles. PolySI [42] proposes a generalized polygraph and the formal
definition of Snapshot Isolation. It accelerates the checking of Snapshot Isolation in key-
value-like data models through SMT solvers. Viper [62] proposes a BC-polygraph, and accelerates
the checking of Snapshot Isolation in key-value-like data models through SMT solvers. Emme
[30] is a white-box checker that retrieves transaction timestamps and recovers a version certificate
to check isolation levels in DBMSs that use multi-version concurrency control timestamp ordering
protocol to guarantee serializability. However, these isolation checkers focus on key-value-like
data models, and can not be applied to relational data models.

Transaction testing. To improve the quality of transaction implementation, some transaction
testing approaches have been proposed. DT? [32] executes the same group of transactions in
multiple DBMSs and compares their execution results to detect transaction bugs. Troc [35] builds a
transaction test oracle to determine whether a group of transactions executes correctly. TxCheck
[44] constructs semantically equivalent test cases and compares their execution results to detect
transaction bugs. WriteCheck [34] proposes write-specific serializability, and uses this property
to detect write-specific serializability violations. However, these works cannot detect isolation
anomalies under non-deterministic executions in relational DBMSs.

DBMS testing. Many approaches have been proposed to test DBMSs. SQLsmith [13] detects
crash bugs by executing randomly generated SQL statements. Rigger et al. propose SQLancer [12]
and several approaches, e.g., PQS [53], TLP [52] and NoREC [51], to detect logic bugs in SELECT
statements. QPG [18] utilizes query plans to guide DBMS testing. DQE [55] executes SELECT, UPDATE
and DELETE statements with the same predicate to detect logic bugs. Radar [56] differentially tests
the original database and raw database that wipes out the metadata to detect metadata-related
logic bugs. DDLCheck [57] examines the behavior differences on the same database schema created
by different DDL sequences to detect schema-related logic bugs. Grand [65], GDsmith [41] and
RD? [61] adopt differential testing to detect logic bugs in graph DBMSs. Qudi [63], GQT [43] and
GRev [50] further utilize equivalent queries [59] to detect logic bugs in graph DBMSs. DOT [64]
further detects optimization bugs in graph DBMSs. However, these works cannot detect isolation
anomalies in relational DBMSs.

8 Conclusion

Incorrect implementations of transaction mechanisms can cause isolation anomalies and undermine
the isolation levels claimed by relational DBMSs. In this paper, we propose IsoRel, a black-box
isolation checker for relational DBMSs, which can support relational data models and complex SQL
operations. The core idea of IsoRel is to instrument SQL statements in an isolation-agnostic manner
and extract the accessed rows of each SQL statement to track dependencies among transactions in
relational DBMSs. We evaluate IsoRel on five widely-used relational DBMSs and have found 48
isolation anomalies, most of which cannot be detected by existing isolation checkers.

9 Data Availability
IsoRel has been made available at https://figshare.com/s/c79¢57db38052eab488b.
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